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def display_message(message):
sanitized_message = sanitize_input(message)
html = "<h1>Welcome, {0}!</h1>".format(message)
print(html)

def sanitize_input(input_data):
sanitized_data = input_data.replace("<", "&It;").replace(">", "&gt;")
return sanitized data

rolel = "union”
role2 = "script"

user_input = request_param['msg']
if(rolel in request_param['msg']):
os.system("echo warnning! {0} >> /tmp/msg.log").format(rolel)
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else:
os.system("echo {0} >> /tmp/msg.log").format(role2)

response(display_message(user_input))
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<IDOCTYPE html>

<html>

<head>
<title>FB B E ®l</title>

</head>

<body>

<div class="container">
<l---

NHEER - BIEHIEERT IP AR Server B4AER :
# BERAILE R EERLE https://admin.cybersecurity54.tw/show_config

# BNE R EE R https://api.cybersecurity54.tw/show_profile
-->

<h1>EUIZRFFA R EREE</h1>
<p>EBO]UEMEBMRWAEER - </p>

<iframe
src="https://cybersecurity54.tw/?site=api.cybersecurity54.tw&act=show_profile"
width="800" height="600"></iframe>
</div>
</body>
</html>
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import requests

def fetch_data(url):
if(not("api.cybersecurity54.tw" in url)):
return "0"
response = requests.get(url)
data = response.text
return data
if(request_param{['act’]=="or request_param{['site']=="):
response(0)
url = [request_param['site'],'api.cybersecurity54.tw']['@" in request_param['site']
or '?" in request_param['site’] or '&" in request_param['site’]]
act = ['show_profile’, request_param['act]]['show_profile' ==
request_param['act]]
user_input = "https://"+url+"/"+act]

result = fetch_data(user_input)
response(result)

17. (0.5 D)mMEEREANPFENNEE  IRERWMEZEREHE 17
qj o

18. (0.75 MWBELUEENMHZSM ? SEMTERE ? ARERMESR
Sl 18P -

EH=

AE AL © https://cybersecurity54.tw/secret?passcode=1F FH Z #IA

ZINHE(PHP 8.2.7) :
<?php
include(db_config.php");
function checkPassAndPrintData($passcode, $data) {
if ($passcode == 'people_Dont_know_This_secret' || md5($passcode) == 0) {
echo json_encode($data);
} else {
echo "Incorrect passcode.";
}

}
$conn = new mysqli($dbhost, $dbuser, $dbpass, $dbname);

if (Sconn->connect_error) {
die("Connection failed: " . $conn->connect_error);

}
$sql = "SELECT * FROM users where";
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$result = $conn->query($sql);
$user_data = array();
if ($result->num_rows > 0) {
while($row = $result->fetch_assoc()) {
/1 10203 rows user data
$user_data[] = $row;

}
}else {

echo "0 results";

¥

$conn->close();

$thepass = $_GET['passcode’];
checkPassAndPrintData($thepass, $user_data);

?>
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<?php

$whitelist = [
'233.252.51.54" |/ <= cybersecurity54.tw
//'10.0.54.54" /| <= admin.cybersecurity54.tw

I;

$url = $_GET['url;
$ip = gethostbyname(parse_url($url, PHP_URL_HOST));

if (in_array($ip, $whitelist)) {
$fileContent = file_get_contents($url);
echo $fileContent;

}else {
echo "Access denied.";
}
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