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Apache TCPMon
Autopsy

burp

Cports

Cuckoo sandbox

ELK

fiddler

FTK Imager Lite

IDA Free

Java runtime

Kali Linux

Linux OS (use CentOS)
Log parser

Microsoft Baseline Security Analyzer (MBSA)
Metasploit Framework
Microsoft Server OS 2016
MySQL

Nessus

Nmap

Notepad++

OllyDbg

OSSEC

OSSIM SIEM
Processhacker

PuTtTY

Python 2.7(&) L
Radare

Snort NIDS/NIPS
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http://archive.apache.org/dist/ws/tcpmon/1.0/tcpmon-1.0-bin.zip
https://www.autopsy.com/download/
https://portswigger.net/burp/releases/professional-community-2023-4-3?requestededition=community&requestedplatform=
https://www.nirsoft.net/utils/cports.html#DownloadLinks
https://cuckoosandbox.org/
https://www.elastic.co/guide/en/elasticsearch/reference/current/es-release-notes.html
https://www.telerik.com/download/fiddler
https://accessdata-ftk-imager.software.informer.com/3.1/
https://hex-rays.com/ida-free/
https://www.java.com/zh-TW/download/manual.jsp
https://www.centos.org/download/
https://www.microsoft.com/en-us/download/details.aspx?id=24659
https://en.wikipedia.org/wiki/Microsoft_Baseline_Security_Analyzer
https://docs.rapid7.com/metasploit/msf-overview/
https://learn.microsoft.com/zh-tw/windows-server/get-started/windows-server-release-info
https://dev.mysql.com/downloads/installer/
https://zh-tw.tenable.com/products/nessus/nessus-expert
https://nmap.org/download
https://notepad-plus-plus.org/downloads/
https://www.ollydbg.de/download.htm
https://www.ossec.net/download-ossec/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://rada.re/r/down.html

Splunk Enterprise

sqlmap

Sysinternals Suite

Tripwire (open source version)
Unzip tools(e.g. 7 Zip)
VMWare vSphere Client
VMWare vSphere ESXi
VMWare Workstation
Volatility

WAF mod_security

Webserver (on Linux)

Wireshark
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Apache 2.4
Nginx 1.24
Lighttpd 1.4.70
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https://www.splunk.com/en_us/download/splunk-enterprise.html
https://github.com/sqlmapproject/sqlmap
https://github.com/Tripwire/tripwire-open-source
https://docs.vmware.com/tw/VMware-vSphere/8.0/vsphere-vcenter-esxi-management/GUID-A618EF76-638A-49DA-991D-B93C5AC0E2B1.html
https://customerconnect.vmware.com/en/downloads/info/slug/desktop_end_user_computing/vmware_workstation_player/17_0
https://www.volatilityfoundation.org/releases
https://github.com/SpiderLabs/ModSecurity
https://httpd.apache.org/docs/2.4/

