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Apache TCPMon
Autopsy

burp

Cports

Cuckoo sandbox
ELK

fiddler

FTK Imager Lite
IDA Free

Java runtime

Kali Linux (/N&Mysgl Server/Client, dirbuster, dirb,
Hydra, Pwntools, Pwndbg¥ % f& T H)

Linux OS (use CentOS)

Log parser

Microsoft Baseline Security Analyzer (MBSA)
Metasploit Framework

Microsoft Server OS 2016

MySQL

Nessus

Nmap



Notepad++

OllyDbg

OSSEC

OSSIM SIEM
Processhacker
PUuTTY

Python 2.7(&)2L F
Radare

Snort NIDS/NIPS
Splunk Enterprise
sgimap

Sysinternals Suite
Tripwire (open source version)
Unzip tools(e.g. 7 Zip)
Volatility

WAF mod_security
Webserver (on Linux)

Wireshark



