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o AGERBENEZFE FEFETEELERE WIKIREERTMER
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o K WECEXRAMENR BEZEBRUIDRMIIBE - BRIEETE
FamB 2R UIRNS D - EElia s
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%—I8 : General - Infrastructure, Networking and Firewall

o FUBBRRITEUER . BN ALK S E YY) o JEEE S
o HNKHEMERMEEME - AINREE - I EBEERSEERRIER
o WERMER A BIREN T T ZREFRIFERA  RETWEZHE - IP At
o EARMKRENERBLZERIEENER L - BIERATETD
o FRBMFEZMERARM ICMP HE
o WERE—BENHRSEEREERNE WA Ping AN RENESY
o CLT & WS
o CLT LS
o CLT <> Wireless AP
o WS & Wireless AP
o LS < Wireless AP
o FBUEAMAEBEPRAMNT LEHERH

o VMware Tools

o curl
o SSH Client

o TELS FH EERAE iptables - #+#f INPUT Chain f85%3% DROP FiB = - R
BN ERRE
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818 : WS (Windows Server 2019)

Active Directory

e I pre.nsc50.com
o AIKERPER B 17 AD IRIEEAREAE

DNS & DHCP

o %2 DNS B# - WIRBFEKRIMABEE A fCix
o %I DHCP R# - BB D EC IP AAMREAE FlnEhk
o Fc3 IP &Ez 10.20.30.100 ~ 10.20.30.200

IIS (Web Service)

o A USB o Web BRI RIPHIEREHIMEILERE i

o MREBERZRBENXHTMLAS
o TEPRIEHI

o ABRFWMAIRKEE

o fERFF mgmt BfAEBIE L8,

o PRHIZR IP E4R - E708F 10.20.30.100 ~ 10.20.30.200 ZIZE
e BERIN

o BB http://ws.pre.nsc50.com/ EHFEZEIIEE

o BB http://www.pre.nsc50.com/ ELHREEH FHILE

= It URL B mE D4 Windows IIS 2 Linux Nginx 15 &

= ARRFIERTERSESFENG - EEFEFKENY

Share Folder

o WEHFEREZTABEHEFE»Z=BH (2EMEEC)
o 1&H Windows Server 7 ZEMEATLABFEHEE G:
o 1#H LS =M AABE public BHEZE P:
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8 =18 : LS (Debian9)

SSH

o RIH MFA - EEFEREEHA Public Key ARG ETTEREE
o MIFFETE CLT LFEA devlel A A - WHE CMD R&E & A
putty.exe I
e /& root M SSH &
o #§FRAE SSH EASH4ixiE /var/log/audit/ssh.log
o fERE root EA SSH I - ERINEABEERUTNEEANFE
o —MEAEE root AEE AR AEZET

3k 3k >k 3k >k 3k 5k 3k 5k 3k ok >k 3k 5k 3k 5k >k 3k >k 3k 5k 3k 5k >k 5k >k 3k >k 3k 5k >k 5k >k 3k 5k 3k 5k 3k >k >k 3k >k >k 5k >k >k >k 3k 5k >k >k %k >k %k >k %k k
k ok ok k

privileged user logged in remotely

You are authorized to use this system for approved business
purposes only. Use for any other purpose is prohibited.

3k 3k >k 3k >k 3k 5k 3k 5k 3k 3k >k 3k 5k 3k 5k >k 3k >k 3k 5k 3k 5k 3k 3k >k 3k 5k >k 5k >k 3k >k 3k 5k 3k 5k >k >k >k 3k >k >k 5k >k >k >k 3k 5k 3k 5k >k >k %k 3k >k %k >k %k >k %k

Nginx (Web Service)

o A USB o Web ERIRPHIERERIIMRIESRIRE &
o MREBRERMBELHTML AT
o TEPRIEHI
o ABRFWMAIRIEEZE
o B mgmt B¥AEBIE L8,
o PRHIZR IP E4R - E708F 10.20.30.100 ~ 10.20.30.200 ZIEE
e BERIN
o &8 http://Is.pre.nsc50.com/ FBHEZE WIS
o &8 http://www.pre.nsc50.com/ BREEEFHFEILE
= It URL EBRERD A4 WS ERV IS I6E 81 LS £/ Nginx Ih&
» ARFIERTEESHFENAI - IhEERF SR KENT]

Logrotate
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e % SSH ZE A#C#E log 1&/var/log/audit/ssh.log 8 rotation
o BERBEX—R  RELAXMW Log 4k - WiEH gzip BR4E#H rotate B9 log

18
Ansible
o BBV RKMERHSILMSMRESHWEIEMAK - BT Linux E#_EZEE ansible
TH  WEE playbook R —ERFIBIEE LM% Linux RIEH#
o OJffM ansible all -m ping 15X RE T H#EARRE
o TOfFFH ansible-playbook restart-nginx.yml 5<% ERI4E SRS
o TJ2%E USB RIEHA ansible B X H

Samba

e NELMEBE public - IEAEBUERER
o RABEMZERBR 10G

NSC2020Pre_TP39_Actual 4/27/2020 5 of 12



AN
N

worldskills tw

SEMIE : Script

o RIREEAFGUEBRNZES  BRZEBERE TS script FTTEA) F e R
o EE—E script - B AR B public RNRVIESE - B —EES - Wi B4R
EREFREL script HRIB#E T

ES B
% g

o EE—E script RMEMEMRBISRERRE - WRKAERB LR stdout

o EENIEBHLBRESE  OBBREEVRE
ES B
i @
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Fhla

CLT (Windows 10)

e & CLT MNA pre.nsc50.com #813
o LEREZMFT UWERESKEFEREANR

o FRRNMIRIFAER - FEMRICEKDUEEER 2B R
AP (Wireless AP)

o WMEJEZEHZ  REAMETFIHEMRER
o SSID & E4s NSCPXX ( XX R I 4R5r% )
o EFEA A WPA2-PSK - Ti{EF AES ERNIZ
o ESMBEARNE/NRES 10FT  EHREESHERT  LHEEENS
BR MNIFREA
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Pk A— BEARRE
VMWare FEB 2 (= IP firsit
FHl WS Windows Server 2019 10.20.30.10/24
T2 LS Debian 10 10.20.30.20/24
Tl CLT Windows 10 DHCP
« AP Wireless AP 10.20.30.254/24
100.200.0.1/27
Pk B — fEFE R A
ERERME REAH S =78 EWNE |
dev001-200 dev Skills39 dev@pre.nsc50.com 200
pm01-70 pm Skills39 pm@pre.nsc50.com 70
mgmt01-99 mgmt Skills39 mgmt@pre.nsc50.com 99
gk C— n=HEk
Fi RS NEZME PR
WS C:\share\dev dev 1 dev R¥#HOIER
WS C\share\pm pm Z pm BATER
WS C\share\mgmt mgmt & mgmt ZFHDER
LS /share/public public FrEEREETER
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pre.nsc50.com iffg1a}
WS  Hosting Machine: PC1 :
— OS: Windows Server 2019 E
Services and Roles: E
DNS & DHCP Service : Internet

Active Directory Domain Controller
IIS Service
File Service

\°*/

A

Hosting Machine: PC2 Hosting Machine: PC1  * .
OS: Debian 10 OS: Windows 10 :
Services and Roles: Services and Roles: .
SSH Service Wireless Adapter .
Nginx Service Domain Computer :
Ansible :
File Service CLT E
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pre.nsc50.com 13
ws.pre.nsc50.com 3 p ‘ '
E > www.pre.nsc50.com =
check script
+ CLT ‘ 5
Is.pre.nsc50.com 3 <
Internet
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Packet Tracer G E

O5PF Area 0

Office NB A48 Server
TWSkills 2020 Preliminary
IP Address
Device Interface IP Address Remarlk
1Sp S0/1/0 208.165.200.225/30
G0/0/0 208.165.201.254/24
S0/1/0
BorderR G0/0/0 192.168.255.1/30
G0/0/1 192.168.10.254,/24
G0/0/0
InsideR1 20/0/1.110 192.168.110,254/24 VAN 110
0/0/1.120 192.168.120,.254,/24 VAN 120
G0/0/1.130 192.168.130.254/24 VAN 130
AAA Server 192.168.10.251/24
Admin PC DHCP
WILC Wanagement 192.168.130.1/24 WLAN 130 (Native)
LWAPL DHCP WLAN 130 (Native)
Office NB1 DHCE VAN 120
Home Router Internet DHCEP 2081652011
LAN 192.168.0.254/24
Home Server 192.168.0.1/24
Home MB DHCP

\_
N

worldskills tw

ogle Royter

s
Admin PC Home Server

—

Home MB
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