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o AMRMERARCKH, FRFETEBIHERE, BRMAEMKRZREK.

o WALRBRPHEMEMR, REARHRTHEL, # L HRAKIE.

o ok, HETHEANRAR, FELERUNISRARE, HAHEZLHERM
ZHRH /L, RHDED
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BT B AR % % VMware Tools

w2 T H Debian % 41 % % CURL Tool, &1 #I#zh &

windc
%% Windows Server 2019 A PC1, BN HAMRE, BRBHFE AT PR FHREL
.

%4 Active Directory JR¥%r, SZE T nscd9.skills.tw 483K, LK EM & B B &
WET =18 OU, &4 % ADDCs. SRVs. CLTs, 45|40 B ALA 7T WA BB 413. R E
AR F PR Ko
BRUBBE, ERAEABERENTRE M, ERTAETHEER, BRTURYELES
EA
%% DNS %, 34K BAH % R2 LM W T IRECH.
923 DHCP L%, %% A 192.168.1.100 F 200, 3% 5% 192.168.1.150 4 winclt B % &
®E GPO, YUTHFrEdeE: RFERRTFEAZMABNYEF R
B HRAEMOEEANEE.
B ERANE, BARELRTEBRR L —HRNNERE
B REERERE.
# & Share Folder, 3t DT % fT &
B KM D R ELFE \\windc.nsc49.skills.tw\web # webManager # Jf# & H AT HE o
B \\windc.nsc49.skills.tw\web % webManager B\ B & S H 8 E W
(L) AN tipg *phps ess *huml WAEME, 3 EHREER 16 HE
=g
B RAE loxsry B
%% CA R, BEEFCAERNRIHEE A REEA
B CA%4#%7% NSC49 CA
B ¥ outclt X winclt ¥ 5 HTTPS #H b, T th HERAEZA Lo


file://///windc.nsc49.skills.tw/web
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Inxsrv

- %% Debian 9.8 CLI A PC1, ¥ NIHAMAE, LREHM AR E P REBL R,
- DMk CHHERE .
- Users BEAWFERE T ARE W ER, HREAZET,
- B ERAEEN (oot FF) B, AEZE /var/log/logout/<username>_logoutlog, &R %
"<date> - <username> Logout",

- %%k WEB ¥, BRTREKZE:
R4 http://www.nsc49.skills.tw/ K https:/ /www.nsc49.skills.tw/ 35 & o
], \\windc.nsc49.skills.tw\web £ /web 15 W3k & AR H .
MATHRREAEY BRAENE R, (FRAHE \\windc.nscd9.skills.tw\web)
Y Client A KB W 2 M BE N 60 BHENE B W .
(L) #FHEAT €k B HTTP Method B 77 R 5% & B B H 4.
- B SSH %, EUTH RS <:

B A root BN

W FR% SSH BB A — Ay RETHRE EAFERENE,

H 3 o B B AR A L B E B, T dE & SSH Server)

Inxgw

- 3% Debian 9.8 CLI # PC2, A #k W Gateway X Firewall, F KB4 A e IP i+
w4 o
- %% DNS R, 3 MU TH Fr&se:
B 4 publicnsc49.skills.tw #83K, HE4F Client £ o
- ¥ Fitewall %, ¥ U TF @& E:
B 4N # T b https://www.public.nsc49.skills.tw/ ¥ 8 N A E
#F: WAEHE hips://www.nscd9.skills.tw/ — Ko
B NIRRT USSR IP LA,
B OMSMERRTREZRE  FURKEN T R E R


https://www.nsc49.skills.tw/
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winclt

%% Windows 10 & PC2, ## W Client #ATHE, P REHWHK AR IP AR ERLHE.
22 4% Wireless £k, & Wireless 14 8

T\ nsc49.skills.tw A8 3=

outclt
%% Windows 10 A PC2, B # SN Client ATHR, LREMFKAZE PR FRA
o

MERT—EERE GEFR), ETHR.
AwF ICMP 52, o P9 348 ¥ DUt B 4F
B H A LW\ myfirewall ¥, T DR AM Windows B K B #8 L%k

AP

#E 3 Py P Witeless Router, WK BRIt A 3% IP ALk,

B e SSID # NSCXX (XX # B L9t 45, &0 R AL9RAmA 01 Bl e NSCo1, DLkAE).
WE Bk AR WPA2-PSK, 4l AES B2 fm A& H o

WHRHEZERERTY, oA eRE L EHETTL:

B Bfl P9 7 DHCP 34 8
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Appendix A
VM Host IP Address Default
(ON) Interface DNS
HostName PC /Submask Gateway
Windows
windc Ethernet 192.168.1.10/24 192.168.1.1 127.0.0.1
Server 2019 PC1
Inxstv Debian 9.8 eth0 192.168.1.20/24 192.168.1.1 192.168.1.10
eth0 192.168.1.1/24
Inxgw Debian 9.8 192.168.1.10
ethl 100.100.1.1/30
PC2
winclt Windows 10 Wi-Fi Via DHCP
outclt Windows 10 Ethetrnet 100.100.1.2/30 100.100.1.1
AP LAN 192.168.1.30/24
X HABELELRERNA T R®E
Appendix B
UserName Group Password
ITO1 - IT50 Information Technology
RDO01 - RD40 Research and Development
Skills39
SRV01 - SRV10 Service Management
webManager WebManagers
Appendix C
UserName Group Password
admin01 — admin10 Admins
Skills39
uset001 — user100 Usets
Appendix D
Local Path Share Path Permission Mount at
C:\web \\windc.nsc49.skills.tw'\ web webManager W:
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Cisco Packet Tracer Activity
#5 Jl Cisco PacketTracer FiAMEE B E W PKAR ZR THHER, YEEFH. ELLELRT
W, EHFREL R MAYPKA, FAMEEUETL

EMME
Y
NEAL A E
Device Interface IP Address
IPv4: 1st usable host address
GW Fa0/0
IPv6: 2001:db8::1
IPv4: 1st usable host address
Fa0/1
IPv6: c:1:5:c:0:£fff::1
CSW Management SVI IPv4: 2nd usable host address
ASW Management SVI IPv4: 2nd usable host address
WAP LAN IPv4: 3td usable host address
IPv4: 192.168.0.5
DHCP & DNS Setver
IPv6: 2001:db8::5
IPv4: 192.168.0.140
Admin Setver
IPv6: c:1:5:c:0:£fff::140
IPv4: 192.168.0.135
Web Server
IPv6: c:1:5:c:0:£fff::135
IPv4: via DHCP
|Admin PC
IPv6: via SLAAC
IPv4: via DHCP
Client PC1
IPv6: via SLAAC
IPv4: via DHCP
Client PC2
IPv6: via SLAAC

XA BT IPv4 A8 B34 i 192.168.0.0/16 4 541 #) % 2~
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GW, ASW, CSW

o REMEHBE I AWEEL R

o B admin, HAA Skills39

o VA Console BN B ATH Iy, TN\ XA Skills39

c AMERERFEMTEER, FEEAZREFTEA

o BNBEANEH, EEWHA Privileged EXEC Mode, FEB N\ % # Skills39

o J# Console %75 DA ¥ 3 & X T A A, 3 A5 HL Privileged EXEC Mode Ky By o 55 7% Bl DUR 3
o M AF I SSH ¥ R AT A2

GW

o B ATHEBRAE B BB DU R B R W AT

o KM RR ENE W IP ALk

o Fa0/0 /-EEH TPv4 B RJE R 100 A A BB AT s E ML, AR EAGTEH MW FHBEE
o FaO/1 NN IPv4 BRMERRBEEEZER S 5 aARE, FEHREWRENTHBREE

o Fa0/1 8y IPvG {3k, InterfaceID & FHL [IPv4 L WA R)E | HE

o ARRAZKE LR EMITH TR, REZVARTH

o A% SSHEHHR WM, EBLIENENLKRIEI K, AELERNS &

DHCP & DNS Server

o MR R BE A By TP ALk

o A DHCP %, W% 4 PLhk 48 % 192.168.0.21 — 192.168.0.99

o B DNS, # www.nscd9.tw 5 ftp.nsc49.tw ¥ ¥ £ 192.168.0.135

o RERARWEE, ZAMBWPAUAEXRRFEEY, EFTHHAE www.ascdd.ow BT,
ftp.nsc49.tw WS B 7 B B ¥

Admin Server

o HAMBYTRBEBNY, BAERE A NDRERBREZA, FRERIITZ ST P A
e
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Web Server
c RRAMBHARRBCHELZ T TR, FRE R FHENTY IP it

WAP

 RERBEGABRAEABEREER, THAREAECK HH
o WM ZA TR EEEANEW P ik

o R 802.11n AR AH M Y, SSID % Skills39

o BUR WPA2 fRe#, HARE MARMBE, TWAFH Skils39
o [ Bl Beacon 3 & By B3%

Admin PC, Client PC1, Client PC2

o TREJFEHRER TH, AdminPC I H B EHRTERHAR

o J# Client PC1 B2 Client PC2 ¥ \ 44 %

o IR E RER TEHE WG RA T F EIA/TIA 568 12 % B A B 48 A, 7 & Packet Tracer 138 A3 4R
#, #PCERZE CSW

o CSW Ly Fa0/13 — Fa0/24 B4 F P3mtE R, #1046 5% W9 IR 7 B 4%

o PR Client PC1 f I 4985 5, €A CSMA/CD # #)

o AR Client PC2 f I 4185 e, H-& R CSMA/CA # %l

o B [DHCP & DNS Setver | B 45 IPv4 i i % %3,

o B GW 4% IPv6 Tk W K 7ll, 68 F MR8 B B e & & IPv6 ALt

ASW
o WM RPT TR EEANE M IPALAE

CSW

o WM RETRBEEENE W IP ALk

o FRA PN ERMEAERE GW B BIA, AEZRZAYE, LRARAMYEFEFLKMEE

o RAETERMPCEEE CSW, MAMWEBEHLTY FEH, HEKNEHEYER, RAKEY
W Cisco ZHBH R HAA Y, AELENMB e, BAMRERE? HHES KRBT E
BWNE, #EHA CSW 4 HAE (Message Of The Day)

XKL, BBETIEFEM, XA hep://www.nscd9.tw B B Web Server L i 48 E



