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Appendix A - IP Address Assignment
VM Interface Default
N I[P Address
Hostname Name Gateway
Ethernet0 39.49.10.1/24
ISP WS 2019 N/A*
LPG8 8.8.8.8/32
39.49.10.10/24
) ethO 39.49.10.1
fwl Debian 9 39.49.10.11/24
ethl 10.0.0.1/28 N/A*
dmzsrv WS 2019 EthernetO 10.0.0.2/28 10.0.0.1
ethO 10.0.0.3/28 10.0.0.1
fw2 Debian 9 ethl 192.168.10.1/24 N/A*
eth?2 192.168.20.1/24 N/A*
windc WS 2019 Ethernet0 192.168.10.10/24 192.168.10.1
[Inxsrv Debian 9 ethO 192.168.10.20/24 192.168.10.1
cltl Windows 10 EthernetO Via DHCP

* ERREER N/A - RIBZ2MEERRE




Appendix B — Active Directory Users

Username Display Name Group Password
ITO1 ~ 50 ITO1 ~ 50 T
FAOO1~ 050 Flight Attendant 001 ~ 050 Flight_Attendant Skills39
GS001 ~ 100 Ground Staff 001 ~ 100 Ground_Staff
Appendix C — Group Share Folders
Share Name Local Path Group
\starlux.com\IT E\Share\IT IT
\starlux.com\FA E:\Share\FA FA
\starlux.com\GS E:\Share\GS GS
Appendix D — fw users
Username Password
mgt01 ~ 03 Skills39




Certificate Authority "RFE2218
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Sub CA
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3. EFAMEPRA HIME R AR
4. BRNBEIIRIZERIN - B IFEEF N A BT ER E N
5. SEEEMARAR TR ELR
o HMEMAEE  FREBFAIBMKBRAKREFRTEN

fw2
o FEVFENEMAIAE fw2 B NAT - BIRFFIRIRES 192.168.0.0/16 #8E
o %18 iptables - EEMN A7 EIZE
1. BR MySQL 3E4RS - ZE | F 8RN S AN B HEAT o338 AR = N BD AR B
2. REA B AR ERAETIRG - WOl IEEZER
3. 7oFF VPN #E##8% 192.168.10.0/24 & VPN R P EERIEAR
4. R RPN ER
5. SEE MR BFTRIELR
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windc

o XERMIER A 217 10 fif AD ERZE
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ShEB IP
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Inxsrv
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Appendix A — Active Directory Users

Username Group Password
MGTO01 ~ 10 Management Skills39
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o B —EES rcl WAKERE
o REPKIRAIFEUESI LOG :
o i SSH 3##R Log « #CEEZE :
/var/log/fw_ssh.log
o RIFAAERITIHAELR Log « ACEEE -
/var/log/fw_deny.log
o ZMEFRBE  FBREPABIERAKAREF T EN
o EBHKMERIEL Log B ZE Inxsrv £
o ¥ /list_deny.sh & —1& Script - MITE TS| HEE 6 ERITHAELR LOG - H
ReEF rcl ERERTZRAR
o BT SSH ARFS - EIMEMLAS Port 2019 - EEF rcl EREER - BRERSE P
WITHOESHER  EREBEFHIIT LARA - NITERBE B PEELR |
o EEHEZAL  EitfEHE (JE2HEC ) WAK N TESHER

o &ifll:

mgt01 logged in...

USERNAME logged in...

Have a nice day !

Have a nice day !
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o FTEMKBAIFEUIESI LOG :
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o ZMEMRMEE  BREMBMIKIERR KREMRTE
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windc
o BEHNZ=ERNMLLL AES MMEMW A IR BIEXZEDZ RS
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RREAZEM  Broot FHEEAR  EHEEBEE 1 DER  BEEBELHLZRNT
[E]
DA starlux.com #8315 - #9152 A& i o] B A A1
705 IT ~ Management MiFAARAES EARERERTEE
1% /data B2 windc W ZEERH \\starlux.com\data B - WEEF IT Ex4B7FE
ARE fwl & fw2 B Log 72 BlIECERR :
e Fromfwl : /data/fwl/ssh.log & /data/fwl/deny.log
e From fw2 : /data/fw2/deny.log
o UIEFRAHR - IT BANREEHAEZARELE

cltl
o SEAFHIEEKE AT MICHARTSERESV AL B FHVEH |
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